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Use Case: Intrusion Tolerance
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> A replicated system offers a service to a client population.

P> The system should provide service without disruption.



Use Case: Intrusion Tolerance
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P> An attacker seeks to intrude on the system and disrupt service.
» The system should tolerate intrusions.



Intrusion Tolerance (Simplified)
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Increasing Demand for Intrusion-Tolerant Systems

> As our reliance on online services grows, there is an
increasing demand for intrusion-tolerant systems.

» Example applications: //

/Flight control
computer

gSHpSHpsH

Power grids Safety-critical IT systems Real-time control systems
e.g., SCADA systems!. e.g., banking systems, e.g., flight control computerS.
e-commerce applications?,
healthcare systems, etc.

1Amy Babay et al. “Network-Attack-Resilient Intrusion-Tolerant SCADA for the Power Grid". In: 2018 48th
Annual IEEE/IFIP International Conference on Dependable Systems and Networks (DSN). 2018, pp. 255-266. DOI:
10.1109/DSN.2018.00036.

2 Jukka Soikkeli et al. “Redundancy Planning for Cost Efficient Resilience to Cyber Attacks". In: |EEE
Transactions on Dependable and Secure Computing 20.2 (2023), pp. 1154-1168. DOI
10.1109/TDSC.2022.3151462.

3)H. Wensley et al. “SIFT: Design and analysis of a fault-tolerant computer for aircraft control”. In:
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Building Blocks of An Intrusion-Tolerant System

[ Client interface
l Request

1. Intrusion-tolerant consensus protocol

Replicated system
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Response

A quorum needs to reach agreement
to tolerate f compromised replicas.

2. Replication strategy
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Cost-reliability trade-off.
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3. Recovery strategy

Compromises will occur as t — oo.



Prior Work on Intrusion-Tolerant Systems
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Abstract. Rampart is a toolkit of protocols to facilitate .
ment of high-integrity services, i.e., distributed s PUbIIShed 1995

availability and correctness despite the malicio
component servers by an aLLalcker. At the Icorelo _ Fixed number Of replicas
tocols that solve several basic problems in dist

cluding asynchronous group membership, reliab] - No recoveries
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to server output voting. In this paper we give a brief overview of Ram-
part, focusing primarily on its protocol architecture. We also sketch its
performance in our prototype implementation and ongoing work.
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Abstract
The SecureRing group communication protocals pro
reliable ordered message delivery and group members|
services despite Byzantine faults such as might be cause
modifications to the programs of a group member follo
illicit access to, or capture of, a group member.

- Fixed number of replicas b
- No recoveries hince
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Published 2002

- Fixed number of replicas
- Periodic recoveries




Prior Work on Intrusion-Tolerant Systems

The Rampart Toolkit for Building
High-Integrity Services

Michinel K. Relter

ATAT Bl Laboruories, Holmdsl, New Jersey, USA

The SecureRing Protocols for Securing Group Communication’

Kim Poter Kiblstrom, L. E. Moser, P. M. Melliar-Smith
‘Department of Electrical and Computer Engineering
University of California, Santa Barbara, CA 93106

Abstract processors within an asynchronous disebuted syst
The SecureRing group communication protocos provide  pose a consistent total order on messages, and 1
reliabe ordered

modifcatons o the programs ofa group merberfollowing
i access to, o capture of. @ group menber. The

Byzantine fals is to optimize the pecformance
mal () operstion and topay  performance

Practical Byzantine Fault Tolerance
and Proactive Recovery

MIGUEL CASTRO
Microsoft Ressarch
a

BARBARA LISKOV.
MIT Laboratory for Computer Science

et "t potora il

A Qualitative Analysis of the Intrusion-Tolerance Capabilities of the
MAFTIA Architecture

Robert Stroud, lan Welch', John Wame, Peter Ryan,
School of Computing Science, University of Newcastle upon Tune, UK
{R.J Stroud, J.P. Warne, Peter Ryan}@ncl.ac.uk

BERUEL b\ blished 2004

Abstract . o
- Fixed number of replicas

MAFTIA was a three-year European resea 8- .
project that explored the wse of fmivileray - Periodic recoveries
techniques to build intrusion-tolerani sysiems.
MAFTIA architecture embodies a mimber of key des




Prior Work on Intrusion-Tolerant Systems

The Rampart Toolkit for Building
High-Integrity Services

Michael K. Reiter

NT&T Bl Labosatoris, Holmasl, New Jorsy, USA

An architecture for adaptive
intrusion-tolerant
Kim Potter Kiblsom, L. E. Moser, . M. Mellar-Smith

Deparment o Elctical and Coputer Engineerng applications
Universit of alfornia, Sana Barbara, A 55106

‘The SecureRing Protocols for Securing Group Communication®

Partha Pal'* and Paul Rubel', Michael Atighetehi®, Franklin Webber!,

processors within an asynchronous distibuted ssi William H. Sanders?, Mouna SeriZ, HariGovind Ramasamy?, James Lyons?,
Pirkpiriie f s dog e sonsind iyl eotriopmieteorivtviaian el Tod Courtney?, Adnan AgbariaZ, Michel Cukier®, Jeanna Gossett?, Idit Keidar®
T kst of e o o gy et Tt e sprion s o o ' BBN Technologies, Cambridge, Massachusells. {ppal, prubel, matighet, fuebber} @bbr.com
. ) * University of filinois at Urbara-Champaign. {whs, seri, ramasamy, jlyons, tod.
Practical Byzantine Fault Tolerance adnan} @erhe.winc.edie
and Proactive Recovery * University of Maryland at College Park, Maryland. meukierGeng.umd,edu * The Boring
cctrical Engincering,

PSSk, bished 2006

Mot Resecn

p—
MIT Laboratory for Computer Science

- Adaptive replication based on heuristics

A Qualitative Analysis of the Intrusion-Tolerance Capabilities of the
MAFTIA Architecture

Periodic recoveries

Robert Stroud, Lan Welch', John Wame, Peter Ryan,
School of Compuiing Science. University of Newcastle upon Tyne. UK
(R Stroud, . P-Warne. Peter-Ryan) @ncl.ac.uk
Lan Welch@mes.vaw.ac.nz

Abstract prscnce of malicious fauls, .. deliberte o

outsdees. Such fals src
ke unauthorsed semps o ases, modt

mtion 3 sy, i o e
o gcirriiive: i
T erilies and sl ek el

MAFTIA was a three-year European research
project thar axplored the

lechnigues 10 build iusion-tolerant systems. The
MAFTIA archiecture embodis a mamber of ke design




Prior Work on Intrusion-Tolerant Systems

An architecture for adaptive
intrusion-tolerant

The Rampart Toolkit for Building applications
High-Integrity Services o P s o R, M Atghetc?, Fradin Wt
Wil 1. Sopden. =

T e N Achn
Michael K. Reiter

ATAT Dl Laboraories, Holdsl, New Jersey, US

‘The SecureRing Protocols for Securing Group Communicai

Kim Potter Kihlstrom, L. E. Moser, P. M. Melliar-Smith
‘Department of Electrical and Computer Engineering
University of California, Santa Barbara, CA 93106

Abstract rocesor itinn syclonns it s Worm-IT — A wormhole-based intrusion-tolerant
The Sccureting roup commumicaton prtocls provide  pose 3 consent ol order o mesagen, 4 1 T
ltle orderd s o meben group communication system
nodificaonsio he rogroms of  groupmenber flloing  Byzanine aks i 0 opimie the performance
il cces o, of copure o,  group member. The  mal (e perion nd o pay 4 peromance . . R b .
N . Miguel Correia **, Nuno Ferreira Neves “, Lau Cheuk Lung °, Paulo Verissimo
Practical Byzantine Fault Tolerance
and Proactive Recovery * Fucudade de Ciencias da Universidade de Lishoa. Departamento de Informitica, Campo Grande, Bioca €6, Pise 3. 1749016 Lishea, Portugal
® Programa de Pis-Gradwagiio em Informitica Aplicada, Pontificia Unic . b Conceigio, 1155, $0.245-901. Brazil
o oo ——— Published 2006
Shmeanasiov

MIT Laboratory for Computer Science

- Fixed number of replicas
Periodic recoveries

A Qualitative Analysis of the Intrusi

-Tolerance Capabilities of the
FTIA Architecture

RobertStroud. Lan Welch', John Warne, Peter Ryan.
Schoolof Computing Science, University of Neweastl upon Tyne. UK
(R.J Siroud J.P.Warne. Peter.Ryan) @ncl ac.uk
lan Welch@nes.vow.ac.nz

Abstract prscnce of malicious fauls, .. deliertc attch

14 was a three-year European research
project thar xplored the use of faultolerance
lechnigues 10 build mrusion-tolerani systems. The
MAFTLA acliecture mbodis a umber of ey design

o veloeraites 3 nereschl atnck e |



Prior Work on Intrusion-Tolerant Systems

An architecture for adaptive
it

intrusion-toleran
applications

The Rampart Toolkit for Building

High-Integrity Services R
Wi S i
d Courti’, Adu

Michiel K. Reiter

ATLCT B Laborstoris, Holmael, New e, US
tererasearch.at con
The SecureRing Protocols for Securing Group Communical

Kim Poter Kiblstrom, L. E. Moser, P. M. Melliar-Smith
‘Department of Electrical and Computer Engineering
University of California, Santa Barbara, CA 93106

Abstract processos within an synchronous disebuted syst
The SecureRing group communication protocols provide stent ol order on messages, and 1
reliable ordered message delvry and group membership  consisient roup membersips.

modifcaions o h pograms of a raup ember following | Byzantine s s to opimiz th pecformance
it aceess to, or capure of a aroup member. The  mal (il re)opeation an 0 pay  perfrmance
Practical Byzantine Fault Tolerance
and Proactive Recovery

MIGUEL CASTRO
Microsot Research

BARBARA LISKOV
MIT Laboratory for Computer Science

A Qualitative Analysis of the Intrusion-Tolerance Capabi
MAFTIA Architecture

Robert Stroud, lan Welch', John Warne, Peter Ryan,
School of Computing Science, Universiny of Newcasle upon Tyne, UK
Stroud, J. P Warne, Peter Ryanj@ncl.ac.uk
lan, Welch@ncs.vise.ac.nz

Worm-IT - A wormhole-based intrusion-tolerant
group communication system

Miguel Con

s h

* st

Pl R, Mo g, Frankln Webr'

{Govind Rauhasaany?, Jaunes Lyous?,
chel ke, T Gosselt, 0t Kekdar®

ke, (5l prbel, mtihet, foxer) Db com
e Lok et vmasamn,

Resilient Intrusion Tolerance through Proactive and Reactive Recovery”

Paulo Sousa  Alysson Neves Bessani ~ Miguel Correia

Nuno Ferreira Neves  Paulo Veri

LASIGE, Faculdade de Ciéng da Universidade de Lishoa - Portugal
{pjsousa, bessani, mpc, nuno, pjv} @di.fe.ul pt

Published 2007

- Fixed number of replicas

- Supports both periodic and reactive recoveries
- Does not provide reactive recovery strategies

Nuno Ferreira Neves *, Lau Cheuk Lung ®, Paulo Verissimo *




Prior Work on Intrusion-Tolerant Systems

An architecture for adaptive
intrusion-tolerant

The Rampart Toolkit for Building
High-Integrity Services

Michiel K. Reiter

ATLT Bl Laboraor
seitart

i, New dser TS
onren.a

The SecureRing Protocols for Securing Group Communicai

applications

Parthun Palh* and Pasi Raber:

g, ki Wl
ind Raaiasaany, Jaes
e o Gt 10 ek

stihe, oser) b com

Resilient Intrusion Tolerance through Proactive and Reactive Recovery"

Kim Poter Kiblstrom, L. E. Moser, P. M. Melliar-Smi
‘Department of Electrical and Computer Engineering
University of California, Santa Barbara, CA 93106
Kimk@alphcce.ucs.eds, moser@ece.ucs.edu, prms @eceucsb
Abstract processos within an asynchronous asrbuted yst
The SecureRing group communication protocos provide  pose a consistent otl order on messages, and
rellable ordered message delvry and group membership  conssient group membersips.

Byzaniine fauls s to optimize the pecformance
ma ({ault-free) operation and 10 pay  performanc

modifcaions o the pograms of a raup member following

it aceess to, or capare o a group menber. Th
Practical Byzantine Fault Tolerance
and Proactive Recovery

MIGUEL CASTRO
Microsot Research

BARBARA LISKOV
MIT Laboratory for Computer Science

A Qualitative Analysis of the Intrusion-Tolerance Capabilities of the
MAFTIA Architecture

Robert Stroud, lan Welch', John Warne, Peter Ryan,
School of Computing Science. Universiny of Newcasle upon Tyne, UK
JStroud, J.P-Warne, Peter Ryan}@ncl ac.uk
Jan, Welch@ncs.vise.ac.nz

Worm-IT - A wormhole-based intrusion-tolerant
group communication system

Nuno Ferreira Neves *, Lau Cheuk Lung ®, Paulo Verissimo *

Miguel Correi

- o i st

Paulo Sousa

Tobias Distler

Alysson Neves Bessani _ Miguel Coreia
Paulo Verissimo

a2 da Universidadede Lisbon - Pl

i, mpe, nun, i) @ el px

State Transfer for
Hypervisor-Based Proactive Recovery
of Heterogeneous Replicated Services

Hans P. Reiser

LASIGE
Universidade de Lisboa, Portt

hans@di.fe.ul.pt

Riidiger Kapitza

Friedrich-Alexander University
Erlangen-Nuremberg, Germany

{distler,rrkapitz} @cs.fau.d,
Published 2011

- Fixed number of replicas

- Periodic recoveries




Prior Work on Intrusion-Tolerant Systems

The Rampart Toolkit for Building
High-Integrity Services

Michiael K. Reiter

ATKT Dl aborsotes b Now S, USA

An architecture for adaptive
intrusion-tolerant
applications

State Transfer for
Hypervisor-Based Proactive Recovery
of Heterogeneous Replicated Services

i P Pl el el gl
Wik i San

e o St oo

o G’ i S Sl Cobr o TobisDiter RidigerKapicn Rt

. i A v Ui
s e T eaican

‘The SecureRing Protocols for Securing Group Conmuien

Kim Potter Kihlstrom, L. E. Moser, P. M. Melliar-Smi
‘Department of Electrical and Computer Engineering
University of California, Santa Barbara, CA 93106
Kimk@alpha.cceucs.eds, moser @ece.ucseds, prms@ece s

ra
The SecureRing group communication protocols provide
reiabl ordered message delvery and group membership

Resilient Intrusion Tolerance through Proactive and Reactive Recovery”

Alysson Neves Bessani

Ferrira Neves  Paulo.

LASIGE, Foculdade de Gircis da Universidade de Lisboa - Portagal
{psous, bessani, mpe, nano, piv) 8L et

Paulo Sousa Miguel Corteia
Nuso Verissimo

processors within an asynchronous dstbuted syt
pose o comssent totl order on messages, and 1
Consisten group memberships,

modifications o the pograms ofagroup member following  Byzantine faults is t0 optimize
mal () opraton and 10 pay  peformance

ilct access 1o, or capture of, a group member. The

Practical Byzantine Fault Tolerance
and Proactive Recovery

MIGUEL CASTRO
Microsoft Research

and

BARBARA LISKOV

MIT Laboratory for Compuer Science

A Qualitative Analysis of the Intrusion-Tolerance Capabilities of the

MAFTIA Architecture

Robert Stroud, lan Welch', John Warne, Peter Ryan,

School of Computing Seience, University of Newcastle upon Tyne, UK

{R.J Stroud, J.P.Warne, Peter-Ryanj@nclac.uk
Lan Welch@nes.viow.ac.nz

Worm-IT — A wormhole-based intrusion-tolerant

group communication system

Miguel Correia *, Nuno Ferreira Neves *,

Lau Cheuk Lung ®, Paulo Verissimo *

the performance.

Network-Attack-Resilient Intrusion-Tolerant
SCADA for the Power Grid

Amy Babay®, Thomas Tantillo*, Trevor Aron, Marco Platania, and Yair Amir
Johns Hopkins University — {babay. tantillo. taront. yairamir} @cs jhu.edu
ATAT Labs — {platania} @ research attcom
Spread Concepts LLC — (yairamir} @spreadeoncepts.com

Published 2018

Fixed number of replicas

Periodic recoveries




Prior Work on Intrusion-Tolerant Systems

The Rampart Toolkit for Building
High-Integrity Services

Miclinel K. Relter

AT Bl oot el New Je, USA

‘The SecureRing Protocols for Securing Group Comms

Kim Potter Kihlstrom, L. E. Moser, . M. Melliar-Smi
‘Department of Electrical and Computer Engineering
University of California, Santa Barbara, CA 93106
Kimk@alpha.cce.ucs.eds, moser@ece.ucseds, pmms@ece ucsb.

Abstract
The SecureRing group communication protocols provide  pose a conssient otal order
d

An architecture for adaptive

intrusion-tolerant State Transfer for

Hypervisor-Based Proactive Recovery

applications
of Heterogeneous Replicated Services
it Pl Pt R, Mo S
Wil 1 Sapdrs tousn St TieiCinind o

Tobiss Distler Ridizer Kapilza
Alexadse ey

Tod Courtiy?, Aduin Agbacint,Michl Cukir, Hans P Reiser
Lasige.

i

Tl Comrt, sttt
i ot o Chrpi. (48, e,

honsi e st

[

Network-Attack-Resilient Intrusion-Tolerant
SCADA for the Power Grid

nical
rough Proactive

Resilient Intrusion Tolerance
e T e

Alysson Neves Bessani
o Femea Neves Paslo Verson
LASKIE, Pt it s rorage

(s, bessani, mpe, nuno, i) 8 e e

PuoSoms

processors within an asynchronous asrbuted st

on messages, and 1

reiable ordere

Byzantin

modifcations o the pogramsof s group member folowing
mal () operaton'a

llicit occess 1, or capture of. @ group menber.  The
Practical Byzantine Fault Tolerance
and Proactive Recovery

MIGUEL CASTRO
Microsoft Research

BARBARA LISKOV.
MIT Laboratory for Computer Science
A Qualitative Analysis of the Intrusion-Tolerance Capabi
MAFTIA Architecture

ert Stroud, lan Welch', John Warne, Peter Ryan,

Rot
Schaolof Compin Seence, Unvesityof Noweasil pon e, UK

(R.JStroud, J.P.Warne, Peter.Ryan) @ncl.ac.uk
Lan Welch@nes.viw.ac.nz

Worm-IT — A wormhole-based intrusion-tolerant

group communication system

Miguel Correia **, Nuno Ferreira Neves *, Lau Cheuk Lung °,

Bt b P i s S P (.

®, Paulo Verissimo *

e auls s 0 optinize the performance.

Skynet: a Cyber—Aware Intrusion Tolerant Overseer

Tadeu Frei o Soarcs, Manuel E. Correia, Rolando Martins
Department of [om)mlu Science, Faculty of Science, University of Porto
Email:{tadeufreitas, joao soares, mdeorrei, mmartins ) @fe.up pt

illties of the

Published 2023

Fixed number of replicas

Periodic recoveries




Can we do better by leveraging game-theoretic strategies?




The TOLERANCE Architecture

Two-level recovery and replication control with feedback.

TOLERANCE

(

System controller
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Node controller
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5\ Service
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Node controller
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5\ Service
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Virtualization layer
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State estimate Evict or add
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very

DS Node controller

Application domain

=\ Service
'&% replica

Virtualization layer

Hardware Hardware Hardware
( Consensus protocol )
Ly T x
Service requests Responses Intrusion attempts
:
Clients Attacker




Definition 1 (Correct service)

The system provides correct service if the healthy replicas satisfy
the following properties:

Each request is eventually executed. (Liveness)
Each executed request was sent by a client. (Validity)

Each replica executes the same request sequence. (Safety)



Proposition 1 (Correctness of TOLERANCE)

A system that implements the TOLERANCE architecture provides
correct service if
Network links are authenticated.

At most f nodes are compromised or crashed simultaneously.
Ny > 2f + 1.

The system is partially synchronous.



Intrusion Tolerance as a Two-Level Game

SN

Belief
o System controller
transmissions g
by

: E - - '
Rig!::;ed CH([E CT2(b2 C73(133 CT4(b4 GNt(bNt)

Node controllers

i 4

Clients Attacker

]

> We formulate intrusion tolerance as a two-level game.
» The local game models intrusion recovery.
» The global game models replication control.



Assumption 1

The probability that the system controller fails is negligible.

Assumption 2

Compromise and crash events are statistically independent across
nodes.

System controller

@% -

Node controllers

Belief
transmissions

Replicated
system

’\ [

(b2

Clients Attacker



The Local Recovery Game

» Partially observed stochastic game [;.
» Players: (C)ontroller and (A)ttacker.

Healthy

Crashed
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Crashed

» Partially observed stochastic game [;.
» Players: (C)ontroller and (A)ttacker.

» Controller actions: (R)ecover and (W)ait.
» Attacker actions: (A)ttack and (F)alse alarm.
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Crashed

» Partially observed stochastic game [;.
» Players: (C)ontroller and (A)ttacker.

» Controller actions: (R)ecover and (W)ait.
» Attacker actions: (A)ttack and (F)alse alarm.

> States: Sy = {H, C, (}.
pc,i: crash probability, pa ;: attack success probability.

v

» Observation o ~ z,-(-\a(A)): IDS alerts at time t.



Node Controller Strategy

» The controller computes the belief

bie(s) 2 P[S;e = CIh{).

Belief

©) 2o (©) (©) ©)
ht - (bi,laai,l 7Oi,2aai,2 7Oi,37"'7ai’t_]_70i,t)- O
O

» Controller strategy:

(€)1 10,1] = AW, R}).

Controller



Node Controller Objective

» Cost: J; 2 nT,.(R) + F,-(R). (Zero-sum game)

> T,.(R) is the average time-to-recovery.

> F,.(R) is the recovery frequency.
» 7 > 1is a scaling factor.

» Bounded-time-to-recovery constraint: The time between two
recoveries can be at most Ag.

Failure (crash or compromise) probability.

A o o o o 4

1

0.5}

: ‘ ‘ : ‘ ‘ ‘ ‘ ‘ -t
10 20 30 40 50 60 70 80 90 100
——p=0.1—--p=0.05—8-p=0.025—-—p =0.01 —e— p = 0.005
p is the failure probability per time-step.



Threshold Structure of the Controller's Best Response

alpha vectors —E[J; | bj 1]

1
0.8
0.6 -
0.4 J( wait region ‘ recovery region b
1 1 L 1 : 1 1 1 1 > bj1
01 02203 04 05 06 07 08 09 1
The controller's best response value.
Theorem 2
There exists a best response strategy that satisfies
D (bie) =R < bie > al, Vt,

where o, € [0,1] is a threshold.



Efficient Computation of Best Responses

Algorithm 1: Threshold Optimization

1 Input: Objective function J;, parametric optimizer po.

2 Qutput: A approximate best response strategy 77( )

3 Algorithm
4 | ©+«1[0,1].
5 For each 6 € ©, define wfg)(b;,t) as
R ifb ;>80
(C) A 1t —

6 ; bi¢) =

Tio (bie) {W otherwise.
7 Jo  E [J]

8 ﬂ(g) — po(@ Jp).

9 return WI((;) .

» Examples of parameteric optimization algorithmns: CEM, BO,
CMA-ES, DE, SPSA, etc.



Efficient Computation of Best Responses

fg cem g pE B8 Bo 0B spsa Bl DYNAMIC PROGRAMMING

103 T

10% |

Time (min)

10" ¢

| SN NN NN AN N AN NN
| NN N NN NN NN NN N NN NN R

PN
NSSSSSNNNNNNANY

100 1

n

AR

Mean compute time to obtain a best reponse for different values of the
bounded-time-to-recovery constraint Ag.

25



Definition 3 (Perfect Bayesian equilibrium (PBE))

Let B denote the Bayesian belief operator. Then (7*,B) is a PBE
iff
1. Optimality:
7* is a Nash equilibrium (NE) in ['|p,, Vh;;, where T, is the
*7(A))

subgame starting from B(h;, T}y

2. Belief consistency:
For any h;; with P[h; ; | #*,b;1] > 0, then

B(h; ¢, 7 Y)
= B(B(hie—1, 7 ), 7 By eo1, 71 H)), 0, 7).



Theorem 4 (Existence of equilibrium and best response)

1.

For each strategy pair w; in [';, there exists a pair of best
responses.

2. T; has a perfect Bayesian equilibrium (PBE).

3. Ifsit =0 <= b;j; =0, thenT; has a pure PBE.

4. The average value of I'; is not larger than 1.



Value of the Local Recovery Game

Avg. Game value.
A

0.8 |
——n=1—-n=4-8-n=238
0.6 |
0.4 |

0.2+

01 02 03 04 05 06 07 08 0.9

Avg. Game value in function of the intrusion probability pa ;.

» We can compute the game value using Heuristic Search
Value Iteration (HSVI).

> PA,i



The Benefit of Strategic Recovery

Avg. game value Benefit of optimal recovery

A
0.4

0.3

0.2 +

>
>

2 4 6 8 10 12 14 16 18 20

Dxr,( no intrusion || intrusion )

—o— Optimal strategy === Periodic strategy

Key insight

Strategic recovery can significantly reduce operational cost
given that an intrusion detection model is available.




Intrusion Tolerance as a Two-Level Game

N

Bel.|ef. System controller
transmissions T , by,
by bz:\ \

Replicated ([D Crz( by 674(134 Nt(b/vt)

system
Node controllers

Clients Attacker
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The Global Replication Game Belit System ol

transmissions 1o o5 DN

by AY / b bm

BBt

Node controllers

Replicated
system

» Constrained stochastic game I'.
» Players: (C)ontroller and (A)ttacker.
» States: Sg ={0,1,...,Snax}, the number of healthy nodes.
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Clients Attacker
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The Global Replication Game Beliet

transmissions

System controller
!

b0 ) B N'b& \

Node controllers

» Constrained stochastic game I'. é .. é &
» Players: (C)ontroller and (A)ttacker. e fradter
» States: Ss ={0,1,...,Snax}, the number of healthy nodes.

Replicated
system

» Controller actions: Add at ) e {0,1} nodes.
» Attacker actions: at ) e {F, A}N:,



The Global Replication Game Belit systemntbmner

transmissions 7(b1,. .., N,
/bzY / b3 \
e nie @%m Erd

Node controllers

» Constrained stochastic game I'. é ... é &
Players: (C)ontroller and (A)ttacker.
States: Sg ={0,1,..., Smax}, the number of healthy nodes.

Replicated
system

Clients Attacker

vy

v

Controller actions: Add at ) e {0,1} nodes.

v

Attacker actions: at ) e {F, A}N:,

> Markov strategies:

() Sg — A({0,1})
) Sy — A({F, A}M).



System Controller Objective

> Zero-sum game.

» Cost: J 2 limr o Yl %

(©)

T

» Constraint: T(4) > €A, Where T®) is the availability.

€A

Allowed service downtime per year

0.9

0.95
0.99
0.999
0.9999
0.99999
1

36 days

18 days

3 days

8 hours

52 minutes
5 minutes
0 minutes




System Reliability Analysis

» The Mean-time-to-failure (MTTF) is the mean hitting time
of a state where s; < f:

E[TE) | S = s1] = Egs,),o, [inf (£ > 1] S, < | S = s1].

=
A o
< 24

- - - - - - - - N
10 20 30 40 50 60 70 80 90 100 '
——pi = 0.05 —=— p; = 0.025 —— p; = 0.01

The MTTF in function of the number of initial nodes N; and failure
probability per node p;.



Theorem 5 (Best Response and Equilibrium Existence)

Assuming

(A) The Markov chain induced by each strategy pair m is
unichain.

(B) The availability constraint is feasible.

Then the following holds.

1. For each strategy pair 7, there exists a pair of stationary best
responses.

2. Best responses can be computed by using linear
programming.

3. A constrained, stationary Markov perfect equilibrium



The Benefit of Strategic Replication

jivaﬂabﬂlty Benefit of strategic replication
1 l
0.5
200 400 600 800 1,000

N; =10

- - = Equilibrium N; =100

Key insight

Strategic replication can guarantee a high service avail-
ability in expectation. The benefit of strategic replication
is mainly prominent for long-running systems.




Summary of the Game-Theoretic Model

» Partially observed stochastic game models intrusion recovery.

» Threshold structure of best responses.
» Existence of perfect Bayesian equilibria.

» Constrained stochastic game models replication control.

» Threshold structure of best responses.
» Existence of Markov perfect equilibria.

PN

Belief

. System controller
transmissions

Tr b& \
Replicated C 3 Q@D G@@ Cm (ba GM (b, )

system
Node controllers

JA\N
o o o v
L2 ]
Clients Attacker



Experiment Setup - Testbed

g [




The TOLERANCE Architecture

Two-level recovery and replication control with feedback.

TOLERANCE
( System controller )
State estimate Evict or add State estimate Evict or add State estimate Evict or add
" Node 2 ) " Node N. |
Node 1 Node 2 Node N,
Privileged domain Privileged domain Privileged domain
DS Node controller DS [e8e= DS Node controller |— "0
alerts alerts: very alerts very
Application domain Application domain Application domain
ag Service ag Service ag Service
R replica 2 replica R replica
Virtualization layer Virtualization layer Virtualization layer
Hardware Hardware Hardware
( Consensus protocol )
x T x
Service requests Responses Intrusion attempts
cen S
()
Clients Attacker

» A replicated web service which offers two operations:
> A read operation that returns the service state.

P> A write operation that updates the state.




Intrusion-Tolerant Consensus

a) Normal operation

request | prepare | comwrr | repLy
AN /7/
| |
Replica 1 ‘ :
(leader) \ |
Replica 2 \ \></
Replica 3

c) Checkpoint
CHECKPOINT

Replica 1
Replica 2
Replica 3
e) Join
JOIN-REQUEST JOIN NEW-VIEW JOIN-REPLY

S ////

Replica 2
(leader v + 1)

Replica 3

Protocol (MINBFT)

b) View change

| REQUEST |
VIEW-CHANGE NEW-VIEW
VIEW-CHANGE |

CRASH

T 7
iy TR TN

Replica 3
d) State transfer
| REQUEST
RECOVER STATE
STATE

(compromised)

|
Controller \ |
| |
Replica 1 : :
w

Y

Replica 2 t
-\
Replica 3 L
f) Evict
EVICT-REQUEST ! EVICT ! NEW-VIEW FXIT REPLY
System | |
controller ! | / /7 /
Replica 1 : :
) N\
Replica 2 f
(leader v + 1) M\/
Replica 3



Intrusion-Tolerant Consensus Protocol

60 |

‘—e— 1 client —— 20 clients

40 |

20 1

Avg throughput (req/s)

3 4 5 6 7 8 9 10
Number of nodes (N)

Average throughput of our implementation of MINBFT.



Experiment Setup - Emulated Intrusions

Replica ID

Intrusion steps

= O 00 ~NO 1l WN =

TCP SYN scan, FTP brute force

TCP SYN scan, SSH brute force

TCP SYN scan, TELNET brute force

ICMP scan, exploit of CVE-2017-7494

ICMP scan, exploit of CVE-2014-6271

ICMP scan, exploit of CWE-89 on DVWA

ICMP scan, exploit of CVE-2015-3306

ICMP scan, exploit of CVE-2016-10033

ICMP scan, SSH brute force, exploit of CVE-2010-0426
ICMP scan, SSH brute force, exploit of CVE-2015-5602

Table 1: Intrusion steps.



Experiment Setup - Background Traffic

Background services Replica ID(s)

FTP, SSH, MONGODB, HTTP, TEAMSPEAK 1
SSH, DNS, HTTP

SSH, TELNET, HTTP
SSH, SAMBA, NTP

SSH

DVWA, IRC, SSH
TEAMSPEAK, HTTP, SSH

,7,8,10

O© OOl Wi

Table 2: Background services.



Estimated Distributions of Intrusion Alerts

CVE-2010-0426 CVE-2015-3306
Z il il
= M M
3 AL Al
= - S
(3 3
0 2000 4000 6000 8000 0 2000 4000 6000 8000
CVE-2015-5602 CVE-2016-10033
2 | i
= M
3 AL
@ 5 :
0 2000 4000 6000 8000 0 2000 4000 6000 8000
CWE-89 CVE-2017-7494
2 il il
= & |1. M
g A . AL
= o -
« : L ; -
0 2000 4000 6000 8000 0 2000 4000 6000 8000
CVE-2014-6271 FTP,SSH,TELNET brute force
B i i
= ik i
= il i
3 o i illji
| : e ?
0 2000 4000 6000 8000 0 5000 10000 15000 20000
0, €0 0, €0

IV attack (GEA) =A) T false alarms (aiA) =F)

> We estimate the observation distribution z with the
empirical distribution Z based on M samples.
> Zz 2%z as M — oo (Glivenko-Cantelli theorem).



Comparison with State-of-the-art Intrusion-Tolerant
Systems

Average availability T(4) Average time-to-recovery T(R) Average recovery frequency F(®)
m’ Limm mm Nl G AfE 0.2+
ﬁo.s—ll : II 7 ’ W o1t
£ MR NRLJE B oI I
©o 1 ipm nm i 7 AR 0.2 1
0.5 II i II @ o1t
= 0. AL 21N } g . _ 0 :,ﬂ_ﬂa‘j
P ¢ —— 02|
0.5 II ] II i[7 , g 0.1
Shl | BN | B g MR G el Gaml B
15 25 25 00 15 25 00
Maximum time—to-recovery AR MaX|mum time-to-recovery AR Maximum time-to-recovery Ag

BiequiiBrium  BEBEsT-rEsPoNsE  [ENo-rREcovEry [OPErIODIC [HEPERIODIC-ADAPTIVE

Comparison between our game-theoretic control strategies and the
baselines; x-axes indicate values of AR; rows relate to the number of
initial nodes Nj.
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We present a game-theoretic model of intrusion tolerance.
We establish structural results.

We evaluate the equilibrium strategies on a testbed.

vvyyypy

Our game-theoretic strategies have stronger theoretical
guarantees and significantly better practical performance than
the control strategies used in state-of-the-art
intrusion-tolerant systems.



