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» Networked systems have undergone a shift from

hardware-defined architectures to software-defined stacks.
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hardware-defined architectures to software-defined stacks.
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» Networked systems have undergone a shift from
hardware-defined architectures to software-defined stacks.
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Autonomous Management of Networked Systems

Management objectives and intents

Autonomous management framework }vﬂ
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Management actions

NETWORKED SYSTEM

» Autonomous management is needed to cope with the
increasing complexity and dynamism of networked systems.

» The programmability and controllability of network and system
functions is a prerequisite for autonomous management.



Prior Research

» Efforts towards automating the management of networks and

IT systems have been undertaken over the last 30 years.
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My Research Areas

System modeling. Measurement and analysis.
Game theory, decision theory, System identification, causal discovery,
dynamical systems, reliability theory. traffic characterization, anomaly detection.
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Optimization & learning. Systems engineering.
Network emulation, real-time monitoring,
attack emulation, load generation.
https://github.com/Kim-Hammar.

Reinforcement learning, dynamic programming,
stochastic approximation, Bayesian learning.
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» | advocate for an approach to autonomy that includes:
» |dentification of a formal system model.
» Learning-based control through simulation of the model.
» Control strategy validation on a digital twin.
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Outline

> Autonomous management as a control problem.

» Problem formulation.
» Challenges.

> Example use case: Load balancing in a Cloud RAN.
» Motivation and industry collaboration.
» System identification.
» Learning-based control.
» Strategy validation.

» Conclusion.
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Autonomous Management as a Control Problem
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» State xx (e.g., system load and configuration).
» Observation zj (e.g., log files and performance metrics).
» Control uk (e.g., load balancing).

> Goal: find a strategy p that meets management objectives.



The Scalability Challenge

Dimensionality

—o— control space
—x— state space
—a— observation space

2 4 6 8 10 12 14
Number of system components

Curse of dimensionality}

Networked system contain thousands of interconnected
system variables = combinatorial explosion.




The ldentification Challenge
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System identification and modeling}

There are no equations that describe how a networked sys-
tem operates. The dynamics must be learned from data.




The Operation Challenge
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Operational constraints and events |

Networked systems are subject to operational constraints
(e.g., performance and availability requirements) and unex-
pected events (e.g., non-stationarity and cyberattacks).




Summary Of Challenges

Curse of dimensionality}

Networked system contain thousands of interconnected
system variables = combinatorial explosion.

System identification and modeling}

There are no equations that describe how a networked sys-
tem operates. The dynamics must be learned from data.

Operational constraints and events}

Networked systems are subject to operational constraints
(e.g., performance and availability requirements) and unex-
pected events (e.g., non-stationarity and cyberattacks).
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Outline

> Autonomous management as a control problem.

» Problem formulation.
» Challenges.

» Example use case: Load balancing in a Cloud RAN.
» Motivation and industry collaboration.
» System identification.
» Learning-based control.
» Strategy validation.

» Conclusion.



Background

» Use case is based on an industry collaboration with Telstra.
» Telstra operates 12,000 sites across Australia.

» 93 million parameters under management.

» 10 billion control events per day.

®  Metro (4,612)
®  Suburban (6,467)




A Base Station Site




Cloud Radio Access Network

N Fronthaul
K‘\

RUs

Z

Backhaul
Core network

Data
Network

Z

OO O O O



Cloud Radio Access Network

N Fronthaul

Backhaul

Core network

Data
Network

RUs

Use Case: Dynamic Resource AIIocation}

We want to design a control strategy that dynamically al-
locates resources in the RAN (e.g., CPU, memory, band-
width) to meet management objectives.




Challenges

1. When optimizing resource allocations, we
must ensure that constraints are satisfied.

2. While the RAN's configuration is known, the
causal effects of control inputs are unknown.



Challenges

1. When optimizing resource allocations, we
must ensure that constraints are satisfied.

2. While the RAN'’s configuration is known, the
causal effects of control inputs are unknown.

Problem: ldentifying the Safe Region}

Before optimizing the resource allocation, we need to iden-
tify the safe region, i.e., set of resource allocations for
which the RAN's constraints are satisfied.




Our Method: Causal Online Learning
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» Our method (COL) includes four steps:
1. We define the structure of the RAN in a causal graph.
2. We infer an initial safe region via causal inference.
3. We collect observations through a sequence of interventions.
4. We learn the safe region via Gaussian process regression.




lllustration of Causal Online Learning

@ Current operating point < Safe region

» The safe region contains the set of resource allocations for
which the operational constraints are satisfied.

> We know that the current operating point is safe, but the
safe region is unknown.



lllustration of Causal Online Learning

® Current operating point " Safe region () Estimated region

» We initialize the estimated region through causal inference.
» Not all causal effects can be inferred = initial estimate is
typically a small subset of the safe region.



lllustration of Causal Online Learning

to (causal prior) ty to

@ Operating point @ Current operating point = [ntervention . :Safe region ) Estimated region

> We expand the estimated region through a sequence of
carefully selected interventions.



lllustration of Causal Online Learning

to (causal prior) ty

@ Operating point @ Current operating point — Intervention ©._:Safe region () Estimated region

Proposition 1 (Property of our method)

Given a confidence level a € [0,1) and certain regularity
conditions, then the estimated safe region is a subset of the true
safe region with probability at least o.*

*See our paper for the proof, https://arxiv.org/pdf/2602.05280.


https://arxiv.org/pdf/2602.05280

Target RAN for Analysis and Experimental Evaluation

» 5G RAN based on the O-RAN architecture.
» Four gNBs distributed into RUs, DUs, and CUs.
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Causal Structure of the Target RAN
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» The graph captures the causal structure of the RAN.
» Specified based on domain knowledge or learned from data.
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Causal Structure of the Target RAN
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» The graph captures the causal structure of the RAN.
» Specified based on domain knowledge or learned from data.



Causal Structure of the Target RAN
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» The graph captures the causal structure of the RAN.
» Specified based on domain knowledge or learned from data.



Causal Structure of the Target RAN
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> The joint probability distribution factorizes as

P(X1,...,Xn) = H P(Xi | pa(X;)),

where pa(X;) is the set of parents of X;

in the graph.




Validation of the Causal Graph

» The causal graph encodes conditional independence relations.

> We validate these relations against monitoring data.

p—value of HSIC independence test based on testbed measurements

0.89
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» Null hypothesis Hp: the conditional independence holds.
» p-value: P(data | Hp).
» p>0.05 = data is compatible with the causal graph.
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effects from observational data through do-calculus.
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Causal Inference

> We leverage the causal graph to infer identifiable causal
effects from observational data through do-calculus.

» The effect of allocating the CPU C; = ¢; on power
consumption P; can be derived as

P(Pt ’ dO(Ct = Ct))

= Z ]P)(Pt ‘ dO(Ct = Ct)7 Ct—l = Ct_l)]P)(Ct_]_ = Ct—1 ‘ dO(Ct = Ct))
Ct—1

= Z P(Pt | CG=c,CG 1= Ct—l)P(Ct—l = Ct-1 | dO(Ct = Ct))
Ct—1

= Z IPD(Pt ‘ CG=c, CG1= Ct—l)P(Ct—l = Ct—1)~

Ct—1



Inferred Causal Effects on the Testbed
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Interventional Learning of Causal Effects on the Testbed
DU; Throughput (Mbit/s)
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Intervention Policy

> We select interventions according to the policy

7(S) € arg max {k(u,u)} , (1)
uesS C(U)

where S is the current estimate of the safe region, u is a

control input, c(u) captures the cost of the intervention, and

k(u, u) is the covariance function of the Gaussian process,

which captures the information gain of the intervention.

(a) Intervene near boundary

(b) Updated estimate

@ Operating point @ Current op. point

[ .
—» Intervention \_ _1 Safe region I:I Estimate



Intervention Policy

P> We select interventions according to the policy

7(S) € arg max {k(u,u)} , (2)

ueS C(u)

where S is the current estimate of the safe region, u is a
control input, c(u) captures the cost of the intervention, and
k(u, u) is the covariance function of the Gaussian process,
which captures the information gain of the intervention.

The intervention policy 7 captures a tradeoff between
safety, exploration, and cost.




Interventional Learning of a Static Safe Region
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Interventional Learning of a Dynamic Safe Region
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For additional results, see https://arxiv.org/pdf/2602.05280



https://arxiv.org/pdf/2602.05280

Our Method: Causal Online Learning (COL)

Learn or encode the causal structure of the RAN

A Cloud RAN is not a black box. The causal graph allows us to
encode domain knowledge and engineering intuition.

Validate the causal structure against operational data
The causal graph encodes statistical independence assumptions.
These assumptions can be validated against monitoring data.

Infer an initial safe region through causal inference
The causal graph allows us to safely infer the causal effects of
some control inputs without having to intervene on the system.

Expand the safe region through interventional learning
We intervene on the system to learn the causal effects of new

control inputs, which allows us to refine the safe region through

Bayesian learning with Gaussian processes.

HO®®



Optimization of the Resource Allocation Strategy

» The learned causal model of the safe region allows us to
optimize the resource allocation strategy.

> We design the strategy to to minimize power consumption
while keeping the throughput above a threshold.

Cost (constraint violations and power consumption)

10
——PPO (deep reinforcement learning)
—— PPG (deep reinforcement learning)
5 —e— Aggregation (dynamic programming)

w
0 5 10 15 20 25 30
Execution time (min)

>




Validating the Control Strategy on the Testbed

P> We validate the optimized control strategy on the testbed.

» Curves show the mean and variance from 5 evaluations.

Cost (safety violations and power consumption)

10 —— Model
—e— Testbed

\

0 5 0 15 20 25 30
Execution time (min)



Learning-Based Control of Networked Systems
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> Autonomous management as a control problem.

» Problem formulation.
» Challenges.

> Example use case: Load balancing in a Cloud RAN.
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» Learning-based control.
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Conclusion

» Networked systems grow increasingly complex and dynamic.
» Require autonomous management and control.

> | advocate for a learning-based control methodology.
P |dentification of a system model.
» Control optimization through learning-based methods.
» Validation on a digital twin.
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